Background. Confidentiality is an important ethical principle for all health professionals and also has a legal bearing on duty. One of the most difficult issues health professionals face in their daily fieldwork practice is a conflict between their professional duties, as illustrated in keeping a patient's medical information confidential, and having empathy with a family member's need to know. This moral dilemma is difficult for students to circumvent and therefore this paper presents healthcare students' perspectives of confidentiality. Methods. We aimed to explore healthcare students' views and experiences of confidentiality as an ethical principle by adopting a qualitative explorative approach. Purposeful sampling was under taken where specific individuals with specific experiences were identified. Data were collected by means of written responses from two openended questions and analysed thematically. Two themes emerged. Conclusion. Confidentiality, as with other ethical principles, is an important obligation of a good clienttherapist relationship as identified by students. However, the students' responses illustrate that it cannot be absolute, and cognisance must be taken as to when it is acceptable, and even desirable, to override confidentiality because of conflicting, greater duties.
Confidentiality is an important and shared human value in Western bioethics and is included in inter national bioethical guidelines including the Helsinki declaration, Belmont report, guidelines of the Council for the International Organization of Medical Sciences (CIOMS), and many others. [1] The obligation of the physician to pre serve as confidential any information regarding his patient was first mentioned in the Hippocratic Oath: 'What I may see or hear in the course of the treatment or even outside of the treatment in regard to the life of men, which on no account one must spread abroad, I will keep to myself, holding such things shameful to be spoken about' . [2] How ever, the Hippocratic Oath has been criticised for enabling doctors to be selective in keeping medical confidentiality. The Geneva Declaration (1948) clearly stated that the physician shall preserve confidentiality on all he knows about the patient even after his death. [2] Confidentiality is an ethical and a legal matter. In South Africa (SA), the origin of this legal position reflects a liberal individualistic dialogue as encapsulated in the Bill of Rights of the Constitution of the Republic of South Africa [3] and the National Health Bill. [4] The legal approach to confidentiality is based on an individualistic perception of patient autonomy in that patients are viewed as separate from others and free from social constraints when making informed choices, as long as they do not harm others. [5] Benchmark judicial decisions have influenced medical confidentiality at large, such as the British example of the trial of the Duchess of Kingston in 1776. This trial reveals that the case that became the foundation of modern interpretations of medical confidentiality arose from little more than an attempt by a private surgeon, Caesar Hawkins, to secure his personal interests and status as a gentleman in eighteenth century high society. [6] One of the most difficult issues medical health professionals face in their practice is a conflict between professional duties. Such a conflict may arise when they know that a patient's medical information has implications for family members but their professional duty to keep the information in confidence prevents them from disclosing it. [5] However, research conducted in several countries, including England, Australia, Canada, and the USA demonstrates the importance of medical confidentiality to patients. Findings suggest that patients who believe that their confidentiality will be respected are more likely to seek treatment, discuss problems openly, and return for followup care. [7] Absolute privacy, that is to say complete confidentiality of all in for mation that the patient reveals to the healthcare provider, is neither possible nor desirable in the practice of medicine. [8] Effective, responsible medical treatment requires that we achieve a balance between disseminating patient information and keeping it private. Breaching confidentiality can be acceptable or required by medical authorities when failure to act could lead to physical harm either to the patient or to people in contact with that patient. [1] This is illustrated by the Tarasoff case [9] (where bodily harm was inflicted on Tatiana Tarasoff by a fellow student, who told a psychiatrist about it, which resulted in her death) and the case for progressive, infectious diseases, where the healthcare provider or researcher has a duty to protect the health of those who may be at risk. The ethics of public health has become more critical in an era of viral and multi drugresistant bacterial epidemics [10] such as the recent outbreak of Ebola. Although students understand what respecting confidentiality means, as laid down by the SA legal system, they often face ethical dilemmas as to when and to whom they may disclose information. Confidentiality, in the healthcare system of a developing country such as SA, can often not be given the same precepts as in Western countries. The investigation of the ethical principle of confidentiality is especially relevant to students in SA:
Client confidentiality: Perspectives of students in a healthcare training programme
• Firstly, within the primary healthcare (PHC) approach, most students work in diverse and predominantly poorer community settings. Subgroups within dominant cultures may respond differently to similar situations. [11] Therefore, students working in community settings have access to a client's family and personal life, as in a hospital setting.
• Secondly, the holistic and clientcentred approach, used by students in their interventions, tends to involve not only the client as an individual but also the broader community which gives them access to sensitive information regarding the client as a holistic human being. [12] This is particularly, but not solely, within the field of mental health.
[13] Therefore, we aimed to ascertain how healthcare students define confidentiality and in which cases, they argue, it may be breached.
Sample and methodology
A qualitative research approach was adopted as the aim was to explore healthcare students' views and experiences of confidentiality as an ethical principle. A nonprobability sampling technique was used by inviting a cohort of 33 finalyear healthcare students from a university in SA to participate in the study. Since this study is exploratory in nature, purposive sampling was employed where specific individuals with specific experiences were identified. [14] The inclusion criteria included registration of the students in the Faculty of Community and Health Sciences and with the Health Professions Council of South Africa (HPCSA).
Data were collected by means of two openended questions to explore their views and experiences of confidentiality. The questions asked were:
• What is your understanding of the concept of confidentiality?
• When (if at all) is one allowed to breach confidentiality?
Participation was voluntary and all participants were assured that they could leave the study at any time without any adverse effect. The study protocol received ethics approval.
The reliability or consistency of the data analysis in qualitative research is an evolving process and can differ vastly from interpre tation to interpretation. [14] Of paramount importance to any quali tative study is the authenticity of the data which refers to the concept that a fair, honest, and balanced account of social life from the viewpoint of someone who lives it every day, [15] has been given. Thematic analysis is a method for identifying, analysing and reporting patterns (themes) within the data. 'It organises and describes data in detail. ' [16] Thematic analysis involves searching for themes that emerge as being important to the description of the phenomenon. [17] In this study data analysis was done as suggested by Terre Blanche, Durkheim and Kelly. [18] The steps involved included: • Familiarisation and immersion, i.e. a reading and rereading of the text to get to know it • Identifying codes that come directly from the data by breaking up the content into phrases, words or labels • Collapsing the codes together into categories of the broader themes that were emerging through this process • Comparing categories that belonged together or differed from one another so that data were no longer presented as linear columns but a collapse of various pieces of each into separate meaningful bundles or themes
• Interpreting themes and checking that interpretation with the participants.
Results
From the thematic analysis the following two most salient themes emerged:
• that students have a varied understanding of confidentiality but that most saw it as a relationship between healthcare provider and client • that confidentiality may not be breached unless one is forced to by an organ of the state.
Confidentiality as a relationship
This theme highlights the participants' perceptions and understanding of confidentiality as an ethical principle. They described their under standing of confidentiality by using concepts like accountability, trust, safeguard, therapeutic relationship, agreement, respect, protect, being loyal, not sharing or revealing information and being faithful to your client. The participants tended to compare confidentiality closely with protecting the privacy of the individual or group to whom they provided a service. Most of the participants perceived confidentiality as an agreement between the health professional and the client. As participants quoted:
'It is an agreement to withhold any information regarding the client identity or any information they share with you.' 'In my opinion confidentiality is kept through the therapeutic relationship with my client and me.'
Some participants perceived confidentiality as a health professional's ethical and legal obligation to not disclose any information regarding their clients, without their consent. They experienced confidentiality in practice in order to build trust and strong interpersonal relationships. One participant highlighted:
'The aim is to create an environment of trust where the client is free to discuss anything knowing that his or her privacy, personal integrity and safety will be maintained within the process.'
Most participants experienced confidentiality as a sign of the respect that the health professional has for the client. According to the participants, they have a responsibility to respect, secure and protect the privacy of the client and the information. One participant quoted:
'Confidentiality is the act of sacredly protecting your client.'
Most of the participants believed that confidentiality could never be compromised and that it was necessary to promote a trusting and secure relationship with their clients within a safe environment. Even in situations where sharing of the client's information with those who have the appropriate authority to receive it, the quantity and content of the information provided should reflect a principle of 'need to know' basis only, as highlighted in the following quote:
'To me it all comes down to respecting as well as protecting my client's human right to privacy.'
All the participants experienced confidentiality as being loyal to their clients. For the participants to be loyal towards their clients did not only mean being faithful and trustworthy towards them, but maintaining a good relationship that is professional and therapeutic.
Breaching confidentiality
This theme captured the students' perceptions and views regarding the disclosure of client information and the reasons for breaching their confidentiality. All the students agreed that if any information about their clients had to be disclosed, they should be informed before commencing any interventions and that the client should give consent. From the findings it was evident that the only time that client confidentiality could be breached was when there was a threat to self harm, harm to others or being a danger to society, and when the law requests information about a client. One participant said:
'Confidentiality is allowed to be broken when the client is a danger to him or herself or to others, when he or she is psychotic, when under the age of 16, when information is needed for the court and when the client gives permission that information may be released.'
Some participants experience confidentiality as an oath that is taken by the health professional whereby it cannot be broken. Another quoted:
'As a professional we cannot divulge a client's information to other sources without their consent or knowledge.'
Most of the participants were of the opinion that when they are forced to disclose information, they will follow reasonable personal action when informing responsible authorities. All were in agreement that before disclosing client information the client should be informed so that trustworthiness present in the therapeutic relationship between the health professional and the client could be maintained. All these needs should be seen against the section of the National Health Act (61 of 2003) which explicitly emphasises that confidentiality may be broken:
• when patient's consent is ordered by a court of law or obligated by law (i.e. Children's Act 38 of 2005) • when public health and/or safety is at risk.
Discussion
Confidentiality, as with other ethical principles, is an important obli gation of a good patientphysician relationship. The philosophical foundation of this obligation is the acknowledgement of the dignity of patients as individuals and their universal right to control their own affairs. However, as with other ethical principles underlying that relationship, it cannot be absolute. Healthcare professionals should understand when it is acceptable, and even desirable, to override them because of conflicting, greater duties. [19] The results suggest that students see confidentiality as a very im portant, almost nonnegotiable, agreement between themselves and their patients/clients and that it must be 'sacredly' protected. A plausible explanation of why students would see it as an absolute rule could be that they see ethics as legalistic and rulebased to instruct rather than guide. Although the knowledge that confidentiality is important for the clienthealthcare provider relationship and is a good point of departure, students should receive instruction that this is a principle and with experience the concept definition will develop into a nonabsolute. The healthcare setting in SA necessitates this as many clients are being cared for by caregivers who are also an integral part of the team and need to be privy to some information. However, what to disclose is of the utmost importance and must be identified at the hand of the greater duty.
The literature is clear on when confidentiality may need to be breached [1, 2, 5, 8] -all efforts to do so must be with the client's consent. But if that cannot be achieved, the healthcare professional cannot escape their responsibilities to the public welfare, [20] as is the present argument in the Ebola pandemic. Both legal precedents and quasilegal standards such as codes of practice and professional guidance are usually justified, explicitly or implicitly, in terms of a utilitarian calculus; that disclosure in certain circumstances is justified because overall greater benefit will result than there would be from maintaining confidentiality. [21] From the results it was interesting that some students held the opinion that confidentiality only becomes applicable if the client reaches a specific age (16 years) or is mentally stable (not psychotic). These misconceptions are a clear sign of seeing the duty of confidentiality as a legal requirement rather than one bestowed upon the deontological principle of autonomy of an individual, regardless of age or mental ability but rather as a right bestowed upon a person.
Enabling students to understand the impact of social norms on cultural diversity is important for healthcare educators and different cultural views of confidentiality should be included in training. SA is a pluralistic society and has an AngloSaxon cultural and philosophical tradition that excludes family from decisionmaking around the health (physical or mental) of an individual family member, as is illustrated by legal dictum such as the right to privacy as enshrined in section 12 (2) of the Bill of Rights (Constitution of the Republic of South Africa, 1996).
Implications for practice
The undergraduate curriculum for training health professionals should not focus on ethical principles alone but should also introduce the concept of jurisprudence where students are taught the philosophy of law. This, together with developing critical reflection (Socratic dia logue), should encourage students to apply their knowledge and understanding of confidentiality and how this can change according to their duties to inform and protect. Furthermore, it is recommended that there should be increased efforts for students to engage in interdisciplinary education and practice. They should engage in joint reflections and dialogue around various practice issues, specifically related to confidentiality, as different members of an interdisciplinary team could hold different definitions.
Students should be exposed to SA common law and traditions where the elders of a clan often hold the decisionmaking power of those 'under their guidance' . This important contribution to the SA legal framework will encourage students not to become ethnocentric in their approach to healthcare but to be sensitive to broader cultural beliefs and traditions.
